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Release Version 
Before release your application, make sure you have change the app versionCode and 
versionName in the build.gradle (Module: app). If you just release as new application, 
just set versionCode 1 and versionName 1.0.0 for first release. If you want to update your 
application, update your app version code and version to higher from previous version. 
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Generate Signed Bundle / APK 
If you have finished reskin the application and want to publish your application on Play 
Store, to sign your app in release mode in Android Studio, follow these steps : 
On the menu bar, click Build → Generate Signed Bundle / APK → APK 
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On the Generate Signed Bundle or APK Wizard window, click Create new... to create your 
new keystore or If you already have a keystore, select Choose existing... 

 
 
In the New Key Store window, provide the required information, on the Certificate form you 
must at least fill in First and Last Name, although other fields are optional, it is better if you 
fill in all fields, your key must be valid for at least 25 years, so you can Sign application 
updates with the same key for the life of your application. 

 
On the Generate Signed Bundle or APK Wizard window, select a keystore, a private key, 
and enter the passwords for both. Then click Next 
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On the next window, select a destination for the signed Bundle. 
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Data Safety 
Recently, many applications received warnings about data security/data security. Data 
security will be enforced in April 2022, so all detected apps/games related to data 
collection need to be updated. Referring to the data security article, We try to describe 
the population according to code by looking at the following points: 
 
Automatic filling out forms (Import CSV file) 
Import a CSV file for faster autofill based on the tutorial : DOWNLOAD CSV 

 
 
Fill your privacy policy link 
Finally, prepare your privacy policy link. You can use the app's privacy policy generator to 
create your privacy policy. 

 
Until the stage of filling out the privacy policy has been completed, but for some source 
code there may be additional filling in accordance with the permissions used. 
 
 
 
  

https://drive.google.com/file/d/12g6_JZ9l08_otFLE5pcboZ8EGPxCMyl5/view
https://app-privacy-policy-generator.firebaseapp.com/
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Advertising ID 
In addition to filling the Data Safety form, the new Play Store policy is to answer questions 
or fill in data related to Advertising ID, this app is using ads for monetization purposes, so 
when you want to publish your app on Google Play, it will detect the use of Advertising ID, 
this is a common thing because some of the libraries like google play services ads sdk 
and other related libraries used do integrate it for the needs of displaying ads, also 
Advertising ID declaration needed for sending push notification and analytics features. 
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Foreground Service Permissions 
FOREGROUND_SERVICE_MEDIA_PLAYBACK is a permission that must be declared in 
AndroidManifest.xml for the needs of streaming media playback on the notification bar, 
without this permission, the app will immediately crash when trying to play streaming 
audio, when the app uses this permission, a warning or error will appear in the Google 
Play Developer Console that requires you to declare Foreground service permissions. 

 
 

 
You must provide a video demonstrating how your app uses the permission, Therefore, 
you must create video when you test the app, play one of the radio streaming, wait for 
the stream to play then swipe down in your status bar to show the play bar notification. 
Publish your video on YouTube then copy your video link and insert it into the Video link 
form field. 
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Cleartext traffic 

 

The Cleartext traffic configuration is required for the app to run on http and https 
protocols, the cleartext traffic warning is not an error, but a warning which can be 
ignored. 

But, if you want to solve or remove the warning, it's also can be removed, but with 
consequences and with note that the app will only run on https protocol, if you use http 
protocol, the content will not be able to be loaded from the server to the app. 

To remove the warning, in the Android Studio project, open res/xml/network_config.xml, 
then, in the base-config cleartextTrafficPermitted configuration, change the value from 
true to false, by using false value, the warnings message will be disappear when you 
publish the app on Google Play. 
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Warnings 
When you create an app release, you will get 2 warning messages regarding 
deobfuscation and native code, but don't worry, they are just warning messages which 
can be safely ignored. 

 
 
The first warning about deobfuscation appears because our project does not use the 
obfuscation method with proguard, but that doesn't matter, your code and information 
data will remain safe because they are protected with the url encryption method. 
The second caveat about native code arises because some library implementations use 
native C# code in their coding, it is common practice and will not impact app 
performance. 
 
So, in conclusion you don't need to worry, the warning message can be safely ignored 
and you can publish your app to Google Play safely. 


