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Release Version

Before release your application, make sure you have change the app versionCode and
versionName in the build.gradle (Module: app). If you just release as new application,
just set versionCode 1 and versionName 1.0.0 for first release. If you want to update your
application, update your app version code and version to higher from previous version.

Android 0B o X &7 build.gradle (:app)
[ app plugins {
[ manifests id 'com.android.application’
Ojava id 'com.google.gms.google-services'
[ java (generated) }
[2 assets
[2res android {

(aenarated) namespace 'com.app.wordstream'
[2res (generated)

&7 Gradle Scripts compilesdk 35

defaultConfig { DefaultConfig it ->

£7 build.gradle (Project: WordStream_1.0.0)
I &7 build.gradle (Module :app) applicationId "com.app.wordstream®
r :app") minSdk 21

= proguard-rules.pro (ProGuard Rules for
: 15dk 33

versionCode 1
versionName "1.0.0"

{51 gradle.properties (Projec

@ gradle-wrapper.properties (Gradle Version)

9 local.properties (SDK Location)

&7 settings.gradle (Project Settings)

compileoptions { CompileOptions it ->
sourceCompatibility JavaVersion.VERSION_17
targetCompatibility JavaVersion.VERSION_17

b

buildFeatures { ApplicationBuildFeatures it ->
bvildConfig = true

i

bundle { BundleOptions it ->
storeArchive { BundleOptionsStoreArchive it ->

enable = false

l-
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Generate Signed Bundle [ APK

If you have finished reskin the application and want to publish your application on Play
Store, to sign your app in release mode in Android Studio, follow these steps :
On the menu bar, click Build — Generate Signed Bundle [ APK — APK

- Eile Edit View Mavigate Code Eefactnrﬁgn Tools VCS Window Help

E WordStream_1.0.0 ~  Version contral ~ T Make Project Ctrl+F9
[0 Android 75 Make Module 'WordStream1.0.0.app'
Run Generate Sources Gradle Tasks

g v [Dapp

[J manifests

[ java Edit Build Types...

(5 java (generated) Edit Flavors...

[Z assets Edit Libraries and Dependencies...

[2res Select Build Variant...

IEt6s [ganaratad) Build App Bundle(s) /| APK(s)

~ &7 Gradle Scripts
o P - - _ Generate Signed App Bundle [ APK...
&7 build.gradle (Project: WordStream_1.0

L Analyze APK...
& build.gradle (Module :app) y

Deploy Module to App Engine...

= proguard-rules.pro (ProGuard Rules {
{8} gradle.properties (Project Properties,
{21 gradle-wrapper.properties (Gradle Ve Clean Project

{81 local.properties (SDK Location)

&7 settings.gradle (Project Settings) Rebuild Project

& Generate Signed App Bundle or APK X

© Android App Bundle

Generate a signed app bundle for upload to app stores for the following benefits:

* Smaller download size
* On-demand app features
* Asset-only modules

Learn more A

APK

Build a signed APK that you can deploy to a device

y
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On the Generate Signed Bundle or APK Wizard window, click Create new... to create your

new keystore or If you already have a keystore, select Choose existing...

= Generate Signed App Bundle or APK x

Module s

Key store path

Create new... Choose existing...

Key store password
Key alias

Key password

REemember passwords

Previous m Cancel

In the New Key Store window, provide the required information, on the Certificate form you
must at least fill in First and Last Name, although other fields are optional, it is better if you
fill in all fields, your key must be valid for at least 25 years, so you can Sign application

updates with the same key for the life of your application.

=  Mew Key Store >

Key store path: | C:\SolodroidikKeystore\my-release-keystore. jks

Password:  sssssss Confirm: | ssssses
Key
Alias: solodroid
Password: | sessees Confirm: | sessses
Validity (years): 100 | %
Certificate

Eirst and Last Mame: | Solodroid Developer
Qrganizational Unit:

Organization:

City or Locality:

State or Province:

Country Code (XX):

On the Generate Signed Bundle or APK Wizard window, select a keystore, a private key,

and enter the passwords for both. Then click Next



s Generate Signed App Bundle or APK

Module Ca

Key store path C:\Solodroid\Keystore\my-release
Create new...

Key store password | sssssss

Key alias solodroid

Key password  sessees

Remember passwords

-keystore.jks

Choose existing...

Cancel

On the next window, select a destination for the signed Bundle.

= Generate Signed App Bundle or APK

Destination Folder: | dpress_stream_app_1.0.0\android_studio\WordStream\app

debug
release

Build Variants:

? Previous

Cancel

Home
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Data Safety

Recently, many applications received warnings about data security/data security. Data
security will be enforced in April 2022, so all detected apps/games related to data
collection need to be updated. Referring to the data security article, We try to describe
the population according to code by looking at the following points:

Automaitic filling out forms (Import CSV file)
Import a CSV file for faster autofill based on the tutorial : DOWNLOAD CSV

< App content

Data Safety Export to C5V | Import from C5V

Help users understand how your app collects and shares their data. Show more

o Overview o Data collection and security o Data types o Data usage and handling

Thank you for helping to keep Google Play a safe and trusted space for users.

In this questionnaire, you'll be asked to provide information about the user data collected or shared by#bur app. The information you provide
will be shown on your store listing to help users better understand your app's privacy, security, angs#ata handling practices before they
download it.

Before you start, read the following information about the questions you'll be asked,
information you provide will be reviewed by Google as part of the app review process.

he information you'll need to provide. The

Definitions
On the next screen, you'll be asked whether your app collects or shares any of the required user data types. View required data types

‘Collected’ means data that is transmitted off the user's device, either to you or a third party. Some types of data collection are exempt.
View exemptions

Processing data “ephemerally” means accessing and using data while it is only stored in memory, and is retained for no longer than
necessary to service the specific request in real-time. Data collected in this way must still be disclosed, but will not be shown to users on

Fill your privacy policy link

Finally, prepare your privacy policy link. You can use the app’s privacy policy generator to
create your privacy policy.

Privacy policy

o To submit, provide a link to your privacy policy on the Privacy policy page

Go to Privacy policy

Until the stage of filling out the privacy policy has been completed, but for some source
code there may be additional filling in accordance with the permissions used.


https://drive.google.com/file/d/12g6_JZ9l08_otFLE5pcboZ8EGPxCMyl5/view
https://app-privacy-policy-generator.firebaseapp.com/
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Advertising ID

In addition to filling the Data Safety form, the new Play Store policy is to answer questions
or fill in data related to Advertising ID, this app is using ads for monetization purposes, so
when you want to publish your app on Google Play, it will detect the use of Advertising ID,
this is a common thing because some of the libraries like google play services ads sdk
and other related libraries used do integrate it for the needs of displaying ads, also
Advertising ID declaration needed for sending push notification and analytics features.

Advertising ID

Does your app use advertising 107

This includes any SDKs that your app imports that wse advertising ID

@ four manifest file includes the com.google.android.gms.permission.AD_ID permission. This
means your app declares the use of advertising I Answer “yes' or remove this permission
from your manifest.

I::I Ha
I:'E:I fes

Wihen you answer this question, make sure to verify if any third-party SDK code in your app uses advertising ID. If 50, you must declare= that
your app uses it. Zome S0¥s, such as the Google Mobile Ads S0 (Play S=rvices-ads) may already declare the

com.google.andmid. gms.permissionAD_ID permission in the 3DK's library manifest. If your app uses these SDKs as dependencies, the
com.google.andmid. gms.permissionAD_ID permission from the S0¥s library manifest will be menged with your app's main manifest by
default, even if you don't explicitly declare the permission in your app’s main manifest. Learn mare

Why does your app need ta use adwertising 107 This incledes any S0Ks your app imparts that use advertising IDs.

Sedect all that apphy

[ &pp functicnality
Uzad far faatures In your app. For axamiple, fo enable furctionallly, aor authenticats usars.

B Analytics
Used to collact dala @bt b 5Ers USE YOUr &DQ, OF oW your app performs. For sxample, 10 Sea how Many USErs ans using & part cular fasture, fo
manttar spg heattll, to diagnass and fbe bUQs or crashes, ar to maks feture performancs IMprovemants.

|:| Deweloper commisnications

Used to g&nd news ar rotificetions abowt you or your app. For exampls, sending & push notfication ta Infarm users about an Impartant sacurty
updats, or Informing users abow? new Tealures Im your BEE

B Advertising or marketing

Uzad to dlsplay ar terget sds or mrkeeting commundostons, or massura ad performamcs. For examiple, displaying &ds In pour agp, sending push
notifications o promabs other profascis or services, of sharing data wRh adverdzing parners.

[ Fraud prevertion, security, and campliance
Used #ar fraud pravention, sacurtty, or compllanca with laws Far ea@miple, monitaring falled lagin athempts to |dentify posslible fraudulan? activity.

[ Persanalization
Used to customize your app, such & showing recommanded content or suggestions. For example, suggasting playlists based on users lstaring
hakiks, or dalwaring local naws hased of & Eeers location
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Foreground Service Permissions

FOREGROUND _SERVICE_MEDIA_PLAYBACK is a permission that must be declared in
AndroidManifest.xml for the needs of streaming media playback on the notification bar,

without this permission, the app will immediately crash when trying to play streaming

audio, when the app uses this permission, a warning or error will appear in the Google

Play Developer Console that requires you to declare Foreground service permissions.

} Google Play Console

Crashes and ANRs

App size
Monetize
E Products
A Price experiments
B Promo codes
@ Financial reports
233 Monetization setup

Policy and programs

©
®
%

Policy status
App content

Teacher Approved

?’ Google Play Console

Crashes and ANRs

App size
Monetize
g Products
J\  Price experiments
8 Promo codes
@ Financial reports
{S} Monetization setup

Policy and programs

)
®
\%

Policy status
App content

Teacher Approved

Q, Search Play

Console [co)] @

App content

Let us know about the content of your app. This is to make sure your app complies with Google Play policies. Learn more

@ some sections have errors, or aren't complete

Need attention (1) Actioned

1 declaration needs attention

Policy declarations that require your attention are shown here. Fix any issues and complete the declarations before the relevant deadlines

Foreground service permissions

When apps that target Android 14 use a foreground service, developers must declare the appropriate foreground service permission for that
specific foreground service type. Learn more

Why this impacts your app

One or more of your app bundles or APKs includes the Foreground service permissions in its manifest

Q  search Play Console (o] @

<« App content

Foreground service permissions

Your app uses the FOREGROUND_SERVICE_MEDIA_PLAYBACK permission. You can only use this permission if your app performs tasks
noticeable to the user when they're not directly interacting with your app.

View app bundles and APKs  Learn more

Media playback What tasks require your app to use the FOREGROUND_SERVICE_MEDIA_PLAYBACK

permission?

Media playback

Provide a video demonstrating how your app uses the
FOREGROUND_SERVICE_MEDIA_PLAYBACK permission for the tasks you've selected

— Video link

[:| Show picture in picture

[ other

You must provide a video demonstrating how your app uses the permission, Therefore,

you must create video when you test the app, play one of the radio streaming, wait for

the stream to play then swipe down in your status bar to show the play bar notification.

Publish your video on YouTube then copy your video link and insert it into the Video link

form field.



Cleartext traffic

Security and trust @

Cleartext traffic allowed for all domains

5. Warning - Privacy

Home

Your app's Network Security Configuration allows cleartext traffic for all domains. This could allow eavesdroppers to intercept data sent by
your app. If that data is sensitive or user-identifiable it could impact the privacy of your users.

Consider only permitting encrypted traffic by setting the cleartextTrafficPermitted flag to false, or adding an encrypted policy for specific

domains.

Learn more

The Cleartext traffic configuration is required for the app to run on http and https

protocols, the cleartext traffic warning is not an error, but a warning which can be

ignored.

But, if you want to solve or remove the warning, it's also can be removed, but with

consequences and with note that the app will only run on https protocol, if you use http

protocol, the content will not be able to be loaded from the server to the app.

To remove the warning, in the Android Studio project, open res{xml/network_config.xml,

then, in the base-config cleartextTrafficPermitted configuration, change the value from

true to false, by using false value, the warnings message will be disappear when you

publish the app on Google Play.

Android

(= app
[ manifests
[ java
[ java (generated)

=] animator
[ drawable
[57 font

[=] layout
[ menu

[51 mipmap
[57 values

[ xml

</> network_config.xml

=res (generated)

/> network_config.xml

<?xml version="1.0" encoding="utf-8"?>
<getwork-security-config>

<base-config cleartextTrafficPermitted="false">

SLIUSL=aliviivrs 2
<certificates src="system" />
</trust-anchors>
</base-config>

<domain-config cleartextTrafficPermitted="truve">
<domain includeSubdomains="true®>127.0.0.1</domain>

</domain-config>

</network-security-config>
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Warnings

When you create an app release, you will get 2 warning messages regarding
deobfuscation and native code, but don't worry, they are just warning messages which
can be safely ignored.

1 2 Warnings

Show less A

2 MESSAGES FOR VERSION CODE 1
& Warning

There is no deobfuscation file associated with this App Bundle. If you use obfuscated code (R8/proguard), uploading a deobfuscation file
will make crashes and ANRs easier to analyze and debug. Using R8/proguard can help reduce app size. Learn More

& Warning

This App Bundle contains native code, and you've not uploaded debug symbols. We recommend you upload a symbol file to make your
crashes and ANRs easier to analyze and debug. Learn More

The first warning about deobfuscation appears because our project does not use the
obfuscation method with proguard, but that doesn't matter, your code and information
data will remain safe because they are protected with the url encryption method.

The second caveat about native code arises because some library implementations use
native C# code in their coding, it is common practice and will not impact app
performance.

So, in conclusion you don't need to worry, the warning message can be safely ignored
and you can publish your app to Google Play safely.



